* CENTRUL NATIONAL CYBERINT




* Multiple operatiuni
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Wipbot ©

- guvernamental, afaceri externe,
energie, cercetare, media

OBIECTIVE

- exfiltrare de informatii, asigurare
persistenta in cadrul infrastructurilor
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- tehnici de inginerie sociala,
spearphishing, watering hole

TEHNOLOGII AVANSATE

- vulnerabilitati ,0-day”,
infrastructura complexa de atac
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Wipbot 1

Il Nedetectabil de nicio solutie de securitate cibernetica existenta pe piata

Il Multiple campanii de atac in 2018
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DOMENII TINTA
- aparare, securitate nationala, afaceri externe si interne, comunicatii,
energie

OBIECTIVE
- reconnaissance, compromitere infrastructuri IT&C, exfiltrare de

informatii, persistenta in sistemul victima

MODUS OPERANDI
- spearphishing, watering hole websites, drive-by download

* De asemenea,
multiple campanii

de atac in 2018

TEHNOLOGII AVANSATE

- vulnerabilitati ,0-day”, infrastructura complexa de atac



CRIMINALITATE

CONSIDERED

= e IDENTITY g i -
A%}ngEEEI%H NATIONAL Tmumsmgﬁg;;;m _ <+ CARBANAK / Cobalt Strike
« WARFARES

NET_WUUBM_; i - actor cibernetic asociat unor grupari de
! NFORA ;:N”‘“i ‘ vizat institutii financiar-bancare;
8 i NFORMA *
£ T B i INESTIATIRS &

e st ATT KS criminalitate cibernetica de sorginte estica,
= UTUl FEDERAL . . . .
0 gAgEs = responsabil pentru atacuri cibernetice care au
UNLAWFUL S[VERA[ =
T omo § g P USING sissomone u =

»oerviciul Roman de Informatii, prin unitatea specializatd in cyberintelligence — CENTRUL NATIONAL
CYBERINT - detine date $i informatii certe, inclusiv de ordin tehnic, ca asupra unor institutii financiare din
Romania au avut loc atacuri cibernetice de amploare in perioada iunie — august a acestui an.”

Comunicat de presa SRI — 18 august 2018
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TERORISM

AMAQ News Agency
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“On 25-26 April 2018 a simultaneous multinational
takedown, coordinated by Europol’s EU IRU and with the
support of Eurojust and the Belgian Federal Prosecutor, led to
the seizure of digital evidence by law enforcement from
Bulgaria (Cybercrime Department in General Directorate
Combatting Organised Crime), France (SDAT-SDLC),
Romania (Directorate for Countering Organised
Criminality - Terrorism Investigation Unit with the
support of the Romanian Intelligence Service), and the
seizure of IS servers in the Netherlands (Dutch National
Police — Internet Referral Unit together with the Belgian
Federal Judicial Police — East-Flanders), Canada and the
USA. Meanwhile, the United Kingdom (Counter Terrorism
Internet Referral Unit) took the lead in the referral process
of top-level domain registrars abused by IS

Comunicat de presa EUROPOL - 28 aprilie 2018

WWW.Sri.com




Exercitii de securitate cibernetica

8-10 OCTOMBRIE 2018

CyDEXx18

91 participanti

CyDEx17

70 participanti

41 jucatori

51 observatori

cyDE’d 30 jucatori

15-17 MAI 2017 40 observatori




Lucram

- 2015-2018: European Cyber Security Challenge
- CYBERINT in cooperare cu organizatii publice si
private.

- 6 ani in NATO - Cyber Coalition — Core Planning team.
= configurarea Cyber Range

= dezvoltarea ,the Big Scenario”

= dezvoltare software specific

CYBER COALITION
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Module de securitate cibe

‘ Mediu universitar — cursuri ‘ Mediu preuniversitar — module
postuniversitare in securitate de securitate cibernetica cu
cibernetica in domenii precum accent pe aceleasi arii precum
administrarea retelele IT&C, cele universitare, insa cu nivel

dispozitivele mobile, mai redus de complexitate.
managementul incidentelor de
securitate cibernetica, analiza
malware, analiza de tip forensics,
securitatea infrastructurilor
critice IT&C.
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Ce stie laptopul / telefonul despre tine?
B Nume & adresa
S Bl Parole
B Apeluri telefonice, mesaje text
B Localizarea geografica
M Fisierele recente / sterse

B Numarul cardurilor de credit, informatiile
conturilor bancare

B Istoricul Web

Deoarece manipularea
unui individ se realizeaza
mult mai usor decat
compromiterea unei
intregi institutii
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CYBERSECURITY TACTICS

YOU SHOULD BE DOING NOW
Q Ao 0 N PAY ATTENTION TO THE WARNINGS YOUR
BROWSER IS FLASHING IN YOUR FACE

HAVE A DIFFERENT, UNIQUE PASSWORD
FOR EVERY ACCOUNT

KEEP PASSWORDS TOUGH ENOUGH TO GUESS THAT
EVEN YOUR SPOUSE COULDN'T FIGURE THEM OUT

®
<

FOU R DO NOT CLICK ON ANY LINKS THAT ARRIVE IN AN
UNSOLICITED EMAIL, NO MATTER WHAT
FIVE KEEP YOUR BUSINESS ACCOUNTS
SEPARATE FROM YOUR PERSONAL ACCOUNTS

SIX %k ddk % y} Fkdeddk
CHANGE YOUR PASSWORDS OFTEN
*kkdkkk *kkkkk

S EVEN DO NOT TAPE ALL OF YOUR PASSWORDS
ONTO YOUR MONITOR... SERIOUSLY

EI G HT IF YOU'RE STRUGGLING TO REMEMBER YOUR PASSWORDS,
GIVE LASTPASS OR TPASSWORD A TRY

N I N E KEEP ALL PERTINENT SECURITY SOFTWARE
UP TO DATE

TEN BACK UP YOUR COMPUTER AND SETTINGS OFTEN




Consolidarea
securitatii

cibernetice

BULETIN
CYBERINT

BULETIN
CYBERINT
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